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BIOMETRIC DATA PROCESSING OF EMPLOYEES
UNDER FRENCH LAW

Anomauia. Ilpaso Esponetivckoeo Coro3y, a came 3azanvhe Pezymosanns 3axucmy Jlanux gioome K
GDPR, 3ab0poHnse yHikanvHy ioenmugikayiro nroounu. Oonax GDPR eusnauae ymosu suHAmKi6 AK y cmammi
9 (2, b), wo 0038015€ 00POOKY OAHUX NPAYIBHUKIE HA POOOHOMY MICYI, HAOAIOYU OEPAHCABAM-YLEHAM 32I0HO
cmammi 9 (4) npiopumem y 6u3HA4eHHI YMOUHEHb V HAYIOHANLHOMY 3aKkonoOdascmsi. Ha Oymxy aemopis
0ocniddicenus, 00pobka OioMempuyHUX OAHUX NPAYIGHUKIS, 6 NPUHYUNI, 6UMA2AE  CHeYiaIbHO20
3axonodascmea y cghepi mpyoosux sionocun. Y @panyii sic 3anposadicerno 3axon Ne 2018-493 6io 20 uepers
2018 poxy ma Délibération Ne 2019-001 6io 10 ciuns 2019 poky. Ockinbku diomempuyni Xapaxkmepucmuxu
BKIOUEHI 00 CheyianvbHoi Kame2opii NepPCOHANbHUX OaHUX, Ye SUKIUKAE HeOOXIOHICMb Y NoOanbUOMY
po3'sacHenni w000 3acad 8UKOPUCMANHA OIOMEMPUYHUX CUCTEM HA POOOYUOMY MICYl WIIAXOM CAPAMYBAHHS
yeazu Ha nobyoo8y npasosux wiiAXie O ix ocobaueoz2o 3axucmy. Y 368'A3Ky 3 yum asmopu cmammi
docidicyoms 3akoHo0asyy oazy @panyii 6 pamxax 3axucmy Oanux Oiomempii npayieHuKie ma HAOAOMb
npaeosy oyiHKy 6i0nosioarouu Ha HacmynHe NUmMauHs. Ax pobomoodasyi moxcyms 3anposaddicysamu ma
npakmuxyeamu 00pooKy biomempudHux 0aHux Ha poboyomy micyi 32i0Ho 3axonodascmay Ppanyii i 8K npu
yvomy oompumyeamucs eumoe GDPR? Jlocnidsicenna noxasano, o 6CManosieHHs OioMempudnux cucmem
Ha pobouomy Micyi He HOBUHHO He2AMUBHO 6i00bpadcamucs Ha peanizayii QYHOAMEHMATbHUX NPA8
NPayieHUKI6 3axucmy OaHux i eapaHmyeauHs npusamuocmi oanux. Lle osnauae, wo KoHmpoaL 0ocmyny 00
NpUMiers i 30H 3 00MeHCeHUM OOCIYNOM 3 MIPKY8aHb Oe3neKu He NOGUHEH NePeuiKo0lcamy 3a0e3neyenHio
eapaumii 011 npayieHuxie 8ionogiono 0o GDPR. Ha cb0200Hi 6 @panyii 0o3soneHa 0Opobka 6i00umiie
nanvyie Onsl YNpaeuiHHs UACOM, mMa NONE2ULeHHS] AOMIHICTMPAMUSHO20 HABAHMANCEHHS SK MO Npu
MOHIMOpuUH2Y pobOY020 4acy ma 6CMAaHOBNEeHHsT akmy 6i08I0y8aHOCMI NpayieHuKie pobooyoeo micys abo
NOKPAWEHHs. YMO8 OMPUMAHHS NOCTYe, MAKUX K XaPUy8aHHs, Y MO Jice 4ac aHaniz 6Ka3ye Ha HeoOXiOHicmb
OYIHKU PUBUKI6 MA 8USHAYEHHS Kpumepiig 8i0nogionocmi. /s yb02o 00Ci0HcenHs NPONOHYE 3aCMOCO8Y8Amu
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NPUHYUN NPONOPYITIHOCTI, WO 00380J5€ He Julle 3aXUCumu RepcoHaIbHi OioMempuiti OaHi NPayieHUKIs, a
i y3e00xucye inmepecu cmopin. OOHAK, OCKIIbKU 3ACMOCY8AHHS OIOMempuYHOl cucmemu 3a36udatl
30TUCHIOEMbCSL 0151 6CIX NpayisHuKie abo Ul Hagimv 6i06i0Yeauis, Momy il BUKOPUCMAHHA He Modice bymu
obMmedicene nuuie NesHol KiibKicmio cyo'ekmis. B cuny yboeo, pobomooasysm NponoHyemvbcs Caidyeamu
Kpumepiam oyiHKu 8ionogionocmi Dpanyy3oKum npasuiam o6pooOKu OioMempuyHux OaHux Ha pobOYOMY
micyi ma oompumanusa eumoz GDPR, ceped axkux usnauenHs HeOOXIOHOCHMI )y MAKOMY HOB086€0eHHI,
Hasg8HOCMI Npasosoi niocmasu, sA6HOI 3200U NPAYIGHUKA HA YINbO8Y VHIKANbHY i0eHmugurayiro, Ha0aHHs
pobomodasyem npono3uyii w000 albMepPHAMUBHUX BAPIAHMIE DPO3NIZHABAHHA 0COOU, MA OOMPUMAHHS
@yHOamenmanvHux npas ma c60000, 30Kpema NPUBAMHOCMI OaHUX, 3aXUcmy OaHUX, nogaza 00 2iOHOCmi ma
€60000U Y BUZHAYUEHHT MaA UOODI, A MAKOMC BNPOBAONCEHHS OP2AHIZAYIUHUX MA MEXHIYHUX 3aX00i8 be3neKu.

Knrouoei cnosa: ynixkanvua ioenmugbikayia noounu, GDPR, posnisnasanna ocobu na pobouomy
Micyi, mexHonozii, wo niosuwyroms KOHQIOeHYIUHICMb, NPABO HA 3AXUCTH OAHUX.

Annotation. The General Data Protection Regulation of the European Union, known as GDPR,
prohibits unique human identification but provides exemption conditions for specific circumstances, such as
employment, in Article 9, paragraph 2 (b). Member-States are also given priority to specify national legislation
indications under paragraph 4. However, biometric data processing under this exemption in an employment
relationship requires specific legislation, as demonstrated in French Law No. 2018-493 of 20 June 2018 and
Délibération n°® 2019-001 of 10 January 2019. This poses a challenge for employers, as biometric data is
classified as personal data and requires further clarification on its use in the workplace. A manuscript aims
to investigate French law on data protection regarding biometrics and assist employers in complying with
GDPR. The research evaluates possible solutions after considering criteria in a workplace. It concludes that
installing biometric systems should not compromise employee data protection and privacy. While the French
approach to fingerprint processing for time management is functional, a risk assessment is necessary to protect
employee biometric data and balance parties' interests. The manuscript recommends that employers shall levy
the necessity of a valid legal basis, obtain explicit consent for a limited purpose, consider alternatives, respect
fundamental rights, and implement appropriate measures to process biometric data in the workplace and
comply with GDPR. While deploying a biometric system is usually for all employees, its use should not be
limited to a few data subjects and, therefore, shall value overall company policy.

Keywords: unique human identification, GDPR, recognition in a workplace, privacy-enhanced

technology, right to data protection.

1. Introduction to the European Union Agenda
Big data offers significant benefits to individuals and society, including in areas such as health,
scientific research, the environment, and other species. Scholar Minaj stresses the importance of acting with
urgency in response to the integration of data processing into various legal and social norms around the world
[13]. Despite the increasing prominence of these issues in the legal agenda, there still needs to be more

consideration of the impact of these developments on people's rights and freedoms. Under the study of
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Brumnik, the relevance of data protection depends on the extent to which it is needed [2]. The problem also
appoints a scholar Mistale, especially about the legal uncertainty of how to guard the realization of a specific
right to personal data protection [17]. In that respect, Article 41.2 of Regulation 45/2001 of the European
Parliament and of the Council of 18 December 2000 on the protection of individuals with regard to the
processing of personal data by the Community institutions and bodies and on the free movement of such data
- a predecessor to the current GDPR - established a supervisory authority to protect individuals' data. This
authority, independent from any other public body, is responsible for overseeing data protection and privacy
issues in the EU and for ensuring that the processing of personal data was carried out per the regulation's
provisions prior to the introduction of the Regulation (EU) 2016/679 on the Protection of Natural Persons with
Regard to the processing of Personal Data and On the Free Movement of Such Data and Repealing Directive
95/46/EC (General Data Protection Regulation General Data Protection Regulation (GDPR), and therefore
was replaced by the European Data Protection Board (EDPB) under the GDPR.

A scholar Sprokkereef [15], contends that the most commonly employed non-technical perspective to
regulate the processing of biometric data is a legal-normative approach that actively was employed for the
European Union (EU) data protection legal reform beginning in January 2012 with the adoption of a reform
package based on the Communication about new general data protection regulations and data protection in the
area of law enforcement, aims to strengthen and modernize the regulatory framework. A novel model of
proportionality assessment, as highlighted in the Norwegian Data Protection Authority's Report on big data-
privacy principles under pressure (2013), became an essential aspect of this reform effort. European data
protection law provides robust protection for an individual's fundamental right to personal data protection,
including the right to protection of biometric data processing. The key matter is not whether to apply
proportionality to biometric systems within the context of big data but instead how to apply it effectively in
the unique and ever-changing environment of digital data under the example of the French experience,
regardless of unique identification in a workplace. This requires ongoing study and evaluation to stay current
with the latest developments in the field. A scholar Lubin [12], refers to the international biometric standards
that define biometric data processing as a comparison of supplied data with extant templates in a database to
verify uniqueness and, if applicable, identify the individual in question.

In response to these challenges and risks, the European Data Protection Supervisor (EDPS) has
emphasized the need for more effective protection of biometric data in the context of big data in a message of
‘Shaping a Safer Digital Future: A New Strategy for a New Decade’ published on 30 June 2020. Prior to that,
the EDPS suggests that a proportionality assessment of data processing should include four key elements.
Firstly, organizations must be transparent about how they process the data. Secondly, individuals must have
control over their biometric data and how it is processed. Thirdly, businesses should design user-friendly data
protection products and services. Fourthly, the law should hold businesses accountable for their actions. The
EDPS emphasized the importance of transparency and accountability in their Opinion 7/2015, ‘Meeting the
Challenges of Big Data: A Call for Transparency, User Control, Data Protection by Design and
Accountability,” of 19 November 2015.
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According to the research view, the EU Digital Single Market can only adopt data-driven technologies
and business models from other parts of the world and shall also evaluate the impact on people's unique
characteristics, which can be exploited for profit. This demands a careful examination of unique characteristics.
The GDPR Article 4 classifies biometric data into two legal categories. A scholar Worku [18] raises the
interpretation and delivers highlights that the first category pertains to information related to physical
characteristics, such as facial features, fingerprints, and other physiological features of an individual, and the
second category pertains to information related to human behavior, which includes any unique behavioral
characteristics that can be used to identify a particular person. Biometric technology should not be exploited
to violate an individual's rights or to promote innovation at the expense of fundamental human rights. Given
the manuscript hypothesis, companies must take the necessary steps to ensure that biometric data is
proportional to the intended purpose and does not result in unintended consequences that may infringe on
individual rights. Respectively, the EDPS embraces guarantees for the right to data protection that is
constituted under the Charter of Fundamental Rights of the European Union (CFREU) Article 8 and Treaty on
the Functioning of the EU Article 16 and confirms the devotion of compliance in its Opinion 9/2016 of 20
October 2016 on personal information management systems towards more user empowerment in managing
and processing data. As Brkan [1] notices, the Charter of Fundamental Rights of the EU is a powerful
significant legal tool for defending biometric data protection within the execution of the right to personal data
protection.

Biometric characteristics are unigque identifiers that pose social and security risks with the widespread
use of biometric systems. GDPR has significantly changed the way biometric data is fettered. Biometric data
processing is generally prohibited, except in cases that fall under one of the exceptions outlined in the GDPR
Article 9 paragraph 2. Nevertheless, according to GDPR Article 9, paragraph 4, Member States may maintain
or introduce other conditions, including limitations on the processing of biometric data, as France
accomplished for the unique identification purpose in the workplace. France's experience is noteworthy
because it was one of the EU's Member States that acknowledged the market for special biometric data
protection. Furthermore, on the other hand, it permits unique identification in its national law concerning
biometric data processing of employees. As noted by scholar Bulgakova [5], the main rule for biometric data
processing is that it should only be used for identification when other methods fail and are necessary.
Companies must provide alternative methods if a person does not want to provide their physical, physiological,
or behavioral characteristics. In this regard, the research seeks to find out the France regulation on the use of
biometric technology for access control to premises, equipment, or work applications experienced in a

workplace and propose recommendations for further countries where such processing is still prohibited.

2. The French Law No. 2018-493 of 20 June 2018 and Délibération n° 2019-001 of 10 January 2019
on Exception Conditions from Ban to Process Biometrics
The exponential growth of biometric data presents serious concerns regarding unique identification
and automated processing, particularly as large digital datasets become increasingly common in business,

government, and other large organizations that rely on computer algorithms. Any business that deals with large
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amounts of biometric data must ensure that its processing practices are proportional and appropriate. Authentic
human characteristics in automated processing are legally safeguarded under the right to data protection. The
French Act No. 78-17 of 6 January 1978, which has been in effect for over forty years with various
modifications and additions, has been updated by the French government to align with GDPR without being
repealed. The updates were adopted using an accelerated procedure to meet the GDPR's deadlines. Law No.
2018-493 of 20 June 2018 on protecting personal data amended the 1978 Act to take advantage of the
derogation provided for in the GDPR Article 9 (4) and implement it into French law. Therefore, Law No. 2018-
493 is being enforced in stages, with the amendments to the 1978 Act, and took effect on 1 June 2019.

The GDPR Article 54 mandates each Member-State to establish a supervisory authority, which is
considered mandatory by legal experts. The activities of national supervisory authorities are streamlined by
introducing legal mechanisms outlined in Section 1 of Chapter VII of the GDPR, titled 'Cooperation and
Consistency.' This notice is part of a more considerable effort to establish a unified system of competent
authorities across the EU, which requires the cooperation of European data controllers and, in some instances,
controllers representing third countries. When carrying out their duties of control and supervision, both EU
and Member-State authorized bodies primarily utilize imperative methods of influence, including
recommendations, positive prescriptions, and opinions.

On 12 December 2018, Order No. 2018-1125 was disseminated to reorganize the French Data
Protection Authority (FDPA). Following this order, the FDPA was reformed and renamed on 1 June 2019.
Given that, after conducting a public consultation, National Commission on Informatics and
Liberty/Commission nationale de 1'informatique et des libertés (CNIL) has adopted the biometric regulation
for the unique identification workplace', which outlines the obligations of employers who wish to use biometric
devices for access control to spaces, applications, and work tools. Thus, on 28 March 2019 entry into force,
CNIL Délibération n° 2019-001 of 10 January 2019 on standard (model) regulations for the implementation
of devices for the purpose of entrance control by biometric authentication and is accompanied by practical
guidance for companies on how to comply with these requirements.

This set of standards is the first standardized regulation that lays down legally binding rules applicable
to data controllers who are subjects of French Law. It is particularly relevant for those who use biometric
systems to control access to premises, devices, and workstation applications. The set prescribes specific
requirements for processing information systems or applications used in business tasks entrusted to data
subjects such as employees, agents, interns, and contractors by public and private employers. CNIL issued this
document to comply with the obligation laid down in GDPR and to provide appropriate safeguards in respect
of the fundamental rights and interests of biometric data subjects as, for example, under Article 1 of the
Délibération n® 2019-001, data controllers should be demanded to conduct a data protection impact assessment.
Regardless, businesses and organizations that process biometric data are obligated to comply with the standard
regulations outlined by CNIL. This model applies to any use of biometric data by employers for workers, both
in the public and private sectors.

While novel business models may utilize biometric technology to collect, process, combine, and reuse

human characteristics, a clear principle of proportionality must be thoroughly considered to ensure compliance.
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In addition to the principle of proportionality, modern principles such as accountability, transparency,
limitation safeguards, and protection by design and default are essential components of adequate data
protection. According to Jasmontaite [9], biometric data must be processed to secure all necessary measures
are in place. These measures include a) ensuring that the processing is lawful, fair, and transparent; b) making
sure that the purpose for processing the data is specified, explicit, and legitimate; ¢) imposing restrictions
and/or limitations on the processing; d) ensuring the security of the data; €) processing the data accurately and
with accountability. As emphasized, appropriate technical measures must be abode to encounter GDPR
requirements [7]. To reach transparency, there must be clear messaging about why the data needs to be
processed, how it will be processed, and how the automatic algorithms will work.

According to CNIL's responses to questions about biometric regulation from 28 March 2019, this
standard regulation also applies to employees, trainees, temporary workers, volunteers, people in civic service,
and agents of the three public functions who use biometric data to control access to premises, applications, and
professional tools. However, it does not apply to pursuing a purpose other than that of controlling access to the
workplace; likewise, according to Délibération n°® 2019-001, Article 2, the use of biometric devices is not
permitted except for the following purposes within the scope of the Law No. 2018-493: 1) controlling access
to specific premises identified by the organization as requiring restricted access and 2) controlling access to
professional computing devices and applications identified by the organization.

In this regard, other standard regulations may be documented by the CNIL to govern other processing
of biometric data. In practice, it is typical for the design and installation of a biometric access control system
to be empowered by a third-party service provider. This service provider will be qualified as a subcontractor
because it only acts on behalf of and the instructions of the employing organization: it is the matter of who
arranges to install the biometric device and who must be recognized as a data controller. The data controller
who wishes to have recourse to a subcontractor must ensure that he only calls on organizations offering
sufficient guarantees: a contract reminding them of their respective obligations about data protection that must
be inducted between them. Public bodies, including local authorities and ministries, must also comply with the
standard regulation if they implement a biometric access control system as an employer. However, the model
regulation does not apply to biometric data processing carried out by the state as a public authority, and it also
does not apply to the processing of data covered under the police justice and enforcement need. In this regard,
businesses shall use unique identity proof only if they genuinely respect human dignity because commercial
use of biometrics can lead to the monetization of humans, creating a disproportionate correlation with human
biological nature [4].

Consequently, the Délibération n° 2019-001 provides regulations for biometric systems used by
employers for access control, equipment, and system login purposes. These regulations cover the purpose of
biometric identification, the data collection process, the justification for using a specific identification method,
access to biometric data, biometric modeling storage and retention periods, information security measures, and
an impact assessment on data protection. The rules require that biometric identification must use a modeler

stored in an encrypted form and not the raw biometric data. The reference framework aligns with previous
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positions of the CNIL regarding biometrics in the workplace. The new model answers organizations on

restraining biometric data processing and is binding.

3. Decision N°AU-007, Decision N°AU-008, and Decision N°AU-019 regardless Biometric Data

Processing in a Workplace

The new requirements outlined in Délibération n® 2019-001 are built upon the previous standings taken
by CNIL on unique identification in the employment field. Therefore, to better understand the new rulings, it
is necessary to consider the prior provisions of the former FDPA, which provide a fundamental framework for
regulating biometric data in the workplace. Although these previous Decisions were in effect before the GDPR
came into force, the study suggests that the French experience can provide insight into compliance efforts with
GDPR Article 9, paragraph 2 (b). In other words, the new requirements of Délibération n° 2019-001 build
upon previous regulations and positions taken by the FDPA. Thus, it is important to consider these previous
provisions in pursuing to understand the new requirements. Additionally, the study suggests that the French
experience in regulating biometric data in the workplace can provide valuable insight for complying with
GDPR Article 9 paragraph 2 (b), which outlines the conditions for processing biometric data.

The first Decision, AU-007, on the use of hand geometry to control access to work premises and mass
catering or Unique Authorization AU-007 according to Deliberation n°322-2012 of 20 September 2012,
pertains to using hand geometry for access control and mass catering in the workplace and is highly relevant
to the research topic. This decision authorizes FDPA to regulate all practical forms of biometric data
processing, including hand geometry for access control, time and attendance management, and canteen use.
The decision also lays down conditions relating to the purpose of processing, technical characteristics, types
of data processed, data recipients, retention periods, security measures, and employees' right to access and
rectification. These requirements are similar to those set out in the GDPR, specifically in Chapter 3.

The Decision's final requirements do not permit the use of fingerprints for unique identification in the
workplace. Instead, hand geometry can be used for access control, time and attendance management, canteen
access control, and visitor access control to employees. These purposes can be used separately or combined.
Additionally, technical performance requirements for biometric data processing and risk assessments must be
followed. The Decision mandates that only the hand configuration, not an image or drawing, can be stored.
Moreover, only the geometry of the hand, not its lines, fingerprints, or characteristics, can be used. The
Decision specifies that the hand geometry pattern can be stored in a central database, which can be linked to a
personal identification number. Additionally, the biometric system can be linked to other applications such as
the time and attendance application or the canteen management and payment system. The data collected is
divided into five categories: personal data such as name, photograph, ID number, hand geometry template, and
professional data such as department and function. The system also records attendance time, movement data,
and canteen processing data such as price, payment method, and type of meal. The study notes that this
additional data could reveal further personal information about an individual. Companies are only allowed
access to data for specified purposes and as part of their assigned tasks. The hand geometry template may only

be temporarily disclosed to staff or security personnel for recording or deleting from the database. In some
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instances, protected staff members may also access the arrival and departure date of other staff members under
applicable regulations. The biometric hand geometry system efficiently manages access control, time and
attendance, and canteen usage while adhering to data protection regulations.

Based on the Decision N°AU-008 on the use of fingerprinting exclusively stored in a personal device
to control access to professional premises or Unique Authorization, AU-008 under Deliberation n°102-2006
of 27 April 2006, approved biometric systems are those that, based on the matching of fingerprint templates
stored exclusively on a data carrier kept by the data subject for access control to certain premises in the
workplace. The research hypothesis regards this approach as critical, as in such a case, the fingerprint template
would not leave any traces on any registration equipment during the registration process. Besides, the card
should be kept under the sole control of the employee. There are also prerequisites laid down in previous
Decision N°AU-007 reaching the finality of the processing, the technical characteristics, the type of data, the
storage period, security measures, notification measures for workers, and the guarantee of their right to access
and rectification. The final requirement is to use a biometric system based on the fingerprint template for access
control to specific rooms and areas, including for employees and visitors. The template is a unique biometric
key obtained through an algorithm measurement process. Technical specifications dictate that only the
fingerprint template can be stored, not the actual fingerprint image. It can be saved on an individual storage
medium such as a visionary or magnetic card. The data subject must exclusively control the storage medium,
and any incorrect copies must be deleted immediately after the registration phase. Some identifying and badge
validity data can be stored on a dedicated access control server, but the fingerprint template is explicitly
excluded from such storage. The data linked to the fingerprint are limited to three categories: identification
data such as first and last name, photograph, card number, and fingerprint template.

Also, the FDPA has implemented a distinctive solution known as Decision N°AU-019 on the use of
vein pattern recognition to control access to professional premises or Unique Authorization, AU-019,
Deliberation n°316-2009 of 7 May 2009, which involves the use of vein pattern recognition for controlling
access to professional premises. To comply with processing finality requirements, unique identification using
finger vein pattern recognition must be made through a system that checks the registered finger vein pattern
templates on an individual carrier or reader terminal. This system is solely for access control purposes,
specifically for controlling entry to the company and certain restricted rooms within the workplace, as indicated
in Article 1. Based on Article 2, the conditions for data processing apply not just to employee data but also to
unauthorized visitors. Recent research has demonstrated that the pattern of veins in a person's finger can be
captured on a reader terminal or data carrier by the employer. Only those authorized to receive employee data
should have temporary access to the template to register it on the card. The new development is that those who
receive this information cannot directly access, change, or duplicate an employee's template onto another
medium.

The conditions in this regulation are like the previous decisions set out above. That is, there are
conditions developed on the finality of the data processing, the technical characteristics and type of data
processing, the final recipient of the data, and the retention period. Furthermore, the conditions have been laid

down to protect the employees concerning security measures and to ensure that they are informed and have
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the right to access and rectify. Also, the template must be stored exclusively in the encrypted form in the
memory of the template reading and a comparison terminal that does not have a communication port that
allows template extraction. Alternatively, it can be on an individual secure medium, which remains in the
employee's possession. The regulation on encryption of the template and the protected object - the carrier is
new compared to other solutions.

The new prerequisite is that processing must occur exclusively from the terminal for reading and
comparison. Besides, access control should be carried out by comparing the employee's finger and the template
available in the system. In the accumulation of fingerprint data, there is a connection to other personal
information of the employee that is necessary for identification, as stated in Article 1. Similar requirements
have been seen in past decisions, except that N°AU-019 does not include the working card number. This
inconsistency could result in errors and incorrect data. N°AU-019 sets forth additional and detailed safety
requirements for workers in Article 6, which is a first among all other decisions. For instance, individual access
to biometric data is only granted using a password. The password must contain at least eight alphanumeric
characters, one number, one letter, and one punctuation mark. The FDPA also mandates the ability to register
vein patterns of multiple fingers for each subject. Therefore, according to the research, templates stored on the
device must be encrypted for protection since they are difficult to hack, and templates cannot be converted
back to the corresponding image.

4. The Unique Identification of Employees under Délibération n° 2019-001 of 10 January 2019

According to GDPR Article 5, data processing must comply with specific criteria, which include
lawfulness, fairness, transparency, purpose determination, data minimization, accuracy, storage limitation, and
confidentiality. These criteria ensure that data processing regulation is proportionate and address the risks
posed to protect individuals' privacy. One of the primary safeguards is purpose single-mindedness, which
assures individuals that their biometric data will not be processed unexpectedly. This means only the necessary
biometric characteristics should be collected in the required amount. For example, only fingerprint data is
needed for fingerprint recognition, and a person can be uniquely recognized from one or two fingerprint
characteristics. This principle is essential in protecting individuals' rights to privacy while allowing for the
benefits of biometric technology. Therefore, it is necessary to delve into the modern requirements specified in
the Délibération n° 2019-001. For this purpose, to protect workers' data, the research strives to clarify what
unique characteristics are permitted to be processed under CNIL Délibération n°® 2019-001.

Regardless, the research found that biometric characteristics can be divided into three types:
morphological, biological, and behavioral. Morphological characteristics include physical features like
fingerprints and the shape of the hand, while biological characteristics include bodily fluids and DNA.
Behavioral characteristics include things like gait. Given the particularly invasive nature of such procedures,
which are only carried out in contexts, for example, paternity actions, and judicial inquiries, the CNIL has
decided to exclude their use for specific purposes completely in access control to professional premises and
work tools. On the other hand, the Délibération n°® 2019-001, Article 5 does not obligate employers to use

specific biometric characteristics rather than others, likewise fingerprints, a venous network of one hand, an
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image of the iris, and face. Therefore, it is up to the data controllers to make and justify the choice of one or
more required biometric characteristics considering the condition when authentication biometrics requires
biological sampling, as saliva and blood are prohibited.

The unique characteristics of biometric data and the risks associated with their processing limit the
circumstances under which a data controller can effectively use biometric devices in the workplace. When a
user is registered in a biometric device, the system measures specific physical, biological, or behavioral
characteristics such as fingerprints, iris, or gait. These measurements are stored as a template. The types of
templates allowed in the model regulations depend on the control individuals have over their biometric data.
In the view of the research, while it may be legitimate for an employer to control access to professional
premises, the use of biometric devices must be proportionate and justified by the employer. Employers must
show that there is a need to implement a biometric device and that it is the best solution for controlling access
compared to other less invasive methods. The company must demonstrate that less intrusive measures, such as
badges or access codes, are insufficient or inadequate to employ biometric data processing to pursue an
extraordinary title in the workplace. For instance, if there is a need for reliable identification to deter identity
theft in case of badge theft or access code interception, then the company must justify the need for more
advanced security measures. To achieve the unique identification of workers, the company must provide a
specific context that legally requires high protection. For example, this may include addressing dangerous
machinery or products, accessing funds or valuables, using equipment or products subject to specific
regulations that deal with psychotropic substances or their precursors, or working with chemicals that could
be used for weapon manufacturing.

The ruling has categorized biometric devices into three main types to improve readability and clarity.
According to Article 4, a biometric access control device can only store certain personal data provided by the
employer or employee. This includes: (a) identity information such as name, first name, photograph, raw
recordings of biometric features, templates of one or multiple biometric characteristics, authentication numbers
or personal support, professional contact information, and encryption keys; (b) professional life details include
internal numbers, membership of a body or service, rank, and the identity or corporate name of the employer;
(c) access information such as allowed access, zones, and time slots; (d) work tool access, including relevant
materials or applications, authorized access terms, and time slots.

The EU concept of human-centric control emphasized to empower individuals to detect and challenge
unfair biases and prevent the secondary use of their biometric data. This approach is necessary to protect
individuals' fundamental rights while promoting innovation and access to biometric data. In this respect,
Délibération n° 2019-001 in Article 7 defines three types of processing according to the control over the
operation.

The stipulation outlines the specifications for type (1) biometric devices where the individual solely
controls the template. This can be a card or badge with a chip that stores the template. In this type, the storage
media for the template is individualized, meaning that a single media can only contain one template and is held
by the concerned employee themselves without any copies being retained by the employer or technical service

providers. During access control, the employee presents the medium containing the template and the recorded
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biometric characteristic, such as an iris or fingerprint, which the device then compares. This device allows for
employee identification and authentication, limiting the risk of unauthorized access to their biometric data.
Since there is no centralized database of biometric templates for all employees, the risk of hacking is also
eliminated.

The type (2) biometric device involves shared control of the template. In this scenario, a database
containing the templates of all employees is used, but the data is encrypted to prevent any unauthorized access.
Everyone is assigned a personal authentication element to access the data, such as a code or object in their
badge, which must be scanned for authentication. Even if the database is compromised due to an external
attack or internal data breach, the risk of data exposure for individuals remains low because the data is
unreadable without the personal authentication element.

The type (3) biometric device involves the data controller's exclusive control of the template, meaning
that all employee templates are stored in a centralized database. Unlike type (1) or (2), the employee has no
control over the storage medium and does not have to communicate a secret code or wear a badge for
authentication. While this solution has operational advantages, it poses significant employee rights and
freedoms risks. In the view of the research, a centralized database increases the potential for data leaks, which
could irreversibly expose the biometric data of individuals. Losing a badge or code could severely affect
operations, particularly in emergencies. In principle, type 1 storage guarantees the rights and freedoms of
individuals and should be the preferred method for storing templates. Other storage methods should only be
used in exceptional circumstances substantiated by specific considerations, such as critical environments like
nuclear power plants or sterile laboratories. In such cases, companies should be subject to specific regulations
to limit the risk of contamination in the production chain. Suppose an employer wants to obtain the consent of
their employees to use a biometric device. In that case, they must ensure that employees have genuine freedom
of choice and be offered an equivalent alternative solution, such as a badge or password. Employees should be
able to choose the option that best aligns with their personal beliefs without any positive or negative
consequences influencing their choice.

With respect to the above findings, the study addresses the issue of privacy in the use of biometric
techniques and proposes that companies in France should deploy privacy-enhanced technologies. While EU
member states and technology developers are responsible for balancing various implications of technological
design, the concept of responsibility, in this case, needs to be clarified. To this extent, the study suggests that
French legislators deem whether using techniques and data in privacy-enhanced technologies is proportionate
to their intended purposes. This raises concerns about the right to personal data protection, and further

interpretation is needed to address this issue.

5. Common and Opposite in the French, Dutch, German, and Italian Data Protection Authorities
Course regarding Biometrics

Regarding modern techniques like biometrics, the principle of proportionality can be applied by

comparing the laws and practices of DPAs in different Member-States. A study has been conducted that

examines four countries with well-developed legislation relevant to the topic. The aim is to identify the primary
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and contradicted legal aspects and find criteria for proportionality appropriate for unique identification
contrasted to discovered above experience in France based on the positions of the DPAs in the selected
countries such as Netherlands, Germany, and Italy. The research shows that DPAs need to estimate the risk of
interference with fundamental human rights (FHR) concerning biometric data processing. This helps to
mitigate risks and ensure uniform implementation of GDPR legislation across different Member-States. Some
countries preferred to update their existing legislation, while others adopted new laws. With harmonization,
Member-States can adopt biometrically reliable regulations to protect the interests involved, as directed by the
Expert Commission on Regulation. The Court of Justice of the European Union (CJEU) in Case C 617/10
Aklagaren v Hans Akerberg Fransson also stated that the assessment of such regulations must be based solely
on the objectives pursued by the competent authorities of the concerned Member-State. The joint position on
biometric systems encourages their use as long as the criteria for lawful processing are specified in the law.
This is based on the recognition that these techniques can guarantee the protection of individuals' existence
and identity, as acknowledged by the CJEU in the Volker and Markus Schecke GbR (C-92/09) and Hartmut
Eifert (C-93/09) v Land Hessen case. The DPA supervises compliance with legal rules for data protection
within the EU, including personal data processing and handling privacy complaints.

The DPAs are reviewing whether biometric data processing adheres to the principle of proportionality.
The study looks at the positions of various DPAs, including the Italian Data Protection Authority (IDPA), the
Authorities Persoonsgegevens of the Netherlands/ Dutch Data Protection Authority (AP), and the German Data
Protection Supervisory Authority (GDPA). All DPAs agree that the principle of proportionality should be
applied to biometric data processing. The IDPA emphasizes the importance of respecting a person's dignity
and balancing the need for biometric data processing with the public interest and freedom of personality. The
GDPR's data minimization principle should also be considered when processing biometric data, especially
when consent is unnecessary for executing a contract. If a contract includes a clause that goes against Italian
Civil Code Atrticle 1418, it should be deemed null and void [10].

The FDPA is being implemented effectively by establishing a proportionality balance between the
necessity and consent requirements, as explained by Gayrel [8]. This enables the FDPA to approve or reject
using biometric systems in the private sector for biometric identification. To ensure compliance with the
legislation Délibération n° 2019-00, which sets out a balance of interests criterion, further restrictions have
been imposed, particularly about the processing, usage, and storage of biometric data. This legislation serves
as a simplified declaration and a practical example of the implications of GDPR at the national level. Given
the sensitivity of biometric data, the FDPA has imposed strict obligations on data controllers regarding the
configuration of biometric data processing in proportion to the purpose of the processing. These obligations
are expressed as follows: Firstly, the processing of biometric data must be strictly limited to access control of
premises that require restricted access or access control to a limited number of devices and IT professional
applications, which the organization must identify. Secondly, the organization must demonstrate that it is
impossible to achieve the above purposes by means other than processing biometric data. Thirdly, the data
controller must document why such a high level of protection is needed given the context at hand and why the

processing of biometric data is the most appropriate means to ensure security for the company.
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The direction of the AP is to ensure proportionality in the sharing of biometric technology between
private and public interests. For instance, the Opinion Gezichtsherkenning (2004) permits the processing of
biometric data through face recognition for security purposes, such as gaining access to public meetings. This
is because the Netherlands recognizes the use of biometric systems for unique identification purposes in
cooperation with the Netherlands Organisation for Applied Scientific Research - Physics and
Electronics Laboratory. This specification was made before the implementation of GDPR to comply with
Directive 95/46/EC. At the national level, if the previous legislation adopted under Directive 95/46/EC does
not contradict the norms of biometric data processing based on GDPR and instead strengthens the protection
of individual rights within the scope of unique identification, then such norms remain in force. According to
the analysis, biometric technologies are mainly oriented toward private interests, as they could be more usable
in public contexts. This position supports the idea that businesses are exploring biometric technologies more
than the state for their benefit.

To minimize the risks associated with using biometric technologies in a private context and to confirm
the protection of biometric data processing, the AP suggests using Privacy Enhancing Technologies (PET).
Under the research, PET can help minimize the risks of violating Article 7 of the CFREU and provide better
protection while meeting the requirements of GDPR, even if supervision fails. This is because PET aids in
balancing private entities' interests with individuals' rights in biometric data processing. The GDPA supports
the use of PET but strictly prohibits the benefit of biometric data processing by PET, especially for commercial
purposes, as noted by Paul de Hert [14]. The main reason for this is that the aim of BDP can often be achieved
through other means, as stated by Stitilis [16]. Therefore, there is no legal justification for using biometric
technologies in private areas, according to Stitilis [16]. For example, even images of fingerprints stored on a
passport's microchip must be deleted from the database immediately after the document is issued. ldentity
forgery is risky if such information is kept in the system.

The study has shown that contradictions arise due to differing interpretations of application direction,
regardless of the processing needs that must be supervised. It pleads that parties must assess whether it is
necessary to process personal biometric data before applying proportionality. This assessment is a prerequisite
for proportionality assessment. However, in practice, it is challenging to demonstrate that processing BD is
strictly necessary for the intended purpose. Controllers may only be vested with this task in exceptional
circumstances, such as accessing a football stadium. Without special safeguards, demonstrating necessity
becomes a subjective matter of interpretation. Additionally, it may require unique identification of individuals
in specific circumstances, times, and places. It is crucial to determine whether and under what conditions this
objective justifies reducing the fundamental right to data protection and whether it is proportionate to interfere
with privacy. The decision cannot be taken by the DPA alone and must also be subject to additional legislation
on a national level.

Regarding the legal method of applying proportionality, the FDPA displays that the AP's position on
allowing unique identification for security needs is deemed non-proportional. This is because the distinction
between security needs should not only be based on the private entities' interests but also on pressing security

goals and identity management purposes. Therefore, the AP guidelines recommend that private entities limit
196



DICTUM FACTUM MDKHAPOJHE ITPABO

the number of authorized personnel. It is important to note that, in the case of security technigques, dimensions
must be abode to prevent linking information about the source of biometric characteristics, as the primary
source is a human, and other types of personal data may be disclosed during biometric data processing.

A strict stance exists regarding the implementation of biometric technology that is inherently
governmental and may be compelled to safeguard national interests such as national security, counterterrorism,
and visa issuance. However, the FDPA contradicts this stance by emphasizing that security measures must be
exceptional and necessary, exceeding the interests of the controller and protecting the physical integrity of
individuals. This pertains specifically to security needs that require higher measures of protection. The research
concludes that controllers may rely on higher security interests to protect the interests of others. The FDPA
allows controllers to process biometric data to secure access to places rather than positions of authority.

Another specific contradiction concerns the ongoing discussion on balancing interests. The AP frames
that collecting data on third-country nationals is a legitimate aim of a controller to maintain order and safety,
per the final Commission, Implementing Decision on technical specifications regarding the standards for
security features and biometrics of 30 November 2018. However, according to the manuscript, the reference
to personal safety does not equate to public safety under the CFREU, Article 52. From the perspective of the
DPA, a person should be informed, and the private party must provide information about the processing. In
this regard, the person's biometric data must be controlled for each applicable purpose. Decentralized unique
identification remains the person's possession to the loss of anonymity, as noted by Kindt [11]. Knowledgable,
in Germany, there is a practice where the GDPA in 2004, within the German Olympic team participation in
Athens, admitted security matters through biometric extracts. Certified guests of the Olympic crew were given
unique ID tags that included the person's fingerprints. Hence, both AP and GDPA mention alternative
identification methods, but they are overall limited. Consequently, the research claims that the earlier idea
about adopting legislation in relation to technical concepts of the PET is relevant.

The position of DPAs regarding the criterion of purpose limitation for biometric operations is also
problematic, as they need to apply it uniformly. The FDPA and AP have contradictory positions on a similar
detail, such as the procedure of fingerprint processing. To avoid conflict with CFREU Atrticle 7, the AP uses
an alternative method called a smart object holder, which carries finger characteristics. This means the person
can put their finger on the machine without putting their finger on the machine. The FDPA's explanations are
a condition before the safeguards for using human characteristics that do not leave traces, which could balance
interests. This safeguard can be used to mitigate risks because the practice commonly uses the characteristics
of a finger, which, due to its nature, leaves an imprint. Using an intelligent object holder is recommended to
address the issue of characteristics that leave traces. This solution also aligns with the GDPA's application to
confidentiality and integrity in biometric systems. However, the FDPA has a different opinion on this solution,
as seen in its Opinion N° 04-018 on the request for an opinion by the Hospital of Hyéres relating to the
employment of a fingerprint verification application for the management of employee's time and attendance in
2004. The FDPA is concerned that the database will store samples for later use, which could compromise data

protection.
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To define, it is essential to distinguish between biometric data that leaves a trace and biometric data
that does not leave a trace. Legal safeguards must be properly balanced, prioritizing biometric data that does
not leave a trace. The FDPA proposes employing hand geometry and vein characteristics, which do not leave
a trace. Proportionality must also be devoted to storage, with consideration given to the place of storage for
such unique characteristics. To restate, there are two feasible solutions for balancing the storage of biometric
data: a central storage server of the private entity or the reader/other objects under an individual's control. The
FDPA proposes using hand geometry and vein as unique characteristics that do not leave traces and suggests
applying proportionality to storage matters. Personal access via code stored together with the template is
recommended. The IDPS clarifies that balance must be complied with via e-indexing the information. The AP
imposes a limitation on BDP through a storage requirement that biometric characteristics must be reserved
within 24 hours in a central database and removed. The FDPA refers to the general rule that biometric data
shall not be kept longer than necessary. The approach of the Netherlands is considered beneficial in achieving

the implementation of additional measures.

6. Conclusions and Recommendations

The research position concerns the criterion of a legitimate basis for processing biometric data in a
workplace. The study associates the legitimate basis proportionally to the position of the person. It
distinguishes and rules a legitimate basis for two categories: employees and security have a legitimate basis,
while enrolled e-users of biometric e-tools have a legitimate permissible basis. For the latter category,
individual consent is strictly necessary. The legitimacy of the basis is an explicit and purposeful ground
provided only by a legislator. As such, national law shall forbid processing in an incompatible way, such that
the unique identification process does not reveal data relating to health, race, etc. The research position could
be emphasized by legitimizing the criteria used regarding the biometric system.

Based on the findings, the manuscript proposes a distinction for processing biometric data of
employees based on two criteria. The first is security, where the person cannot opt out of such processing, and
consent is not required to be taken by the company. The second is identification for convenience purposes,
where the person's consent must be brought, and a private entity cannot claim security as the basis for
processing. In case of a person's refusal, an alternative for further access should be made available to them.

Assuming that Data Protection Authorities are concerned about the criteria of proportionality, it is
strongly recommended that biometric data processing be evaluated under the proportionality test proposed by
the European Data Protection Supervisor's Guidelines on Assessing the Proportionality Measures that Limit
the Fundamental Rights to Privacy and the Protection of Personal Data of 19 December 2019. This
proportionality test is a set of guidelines that assists in setting the mark of criteria that cap fundamental rights
to privacy and personal data protection. It comprises an exhaustive analysis of the measure's legality,
legitimacy, and proportionality, weighing the specific context and circumstances of processing private data.
By operating this proportionality test, DPAs can confirm that unique identification is used appropriately and

proportionally to counteract the data subjects' interests with the data controllers' legitimate interests.
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Transparency in biometric data processing refers to the obligation of organizations to provide clear,
understandable, and easily accessible information to individuals and data protection authorities. This includes
details on why and how biometric data needs to be processed and the use of automatic algorithms and
predictions related to the nature of the biometric data. On the other hand, accountability involves conducting
independent audits on biometric data processing and taking necessary bars when needed. This cannot be
replaced by self-regulation and must be complemented by designing goods, services, and applications
prioritizing biometric protection through design and default. This responsibility should be integrated into the
current GDPR framework, and hardware or software solutions should be chosen carefully while respecting
individuals' dignity.

Therefore, the manuscripts offer recommendations for countries open to updating data protection law
in the context of permission unique identification, which should include several key provisions. Firstly, it
should require organizations to justify their use of biometrics based on specific considerations such as context,
risks, and technical and regulatory constraints, especially for biometric types that pose the most significant
risks. Secondly, the regulation should impose rigorous requirements for organizational and technical security
measures to protect personal data. Thirdly, organizations should be required to document their decision-making
process and justifications when deploying biometric devices. Fourthly, the regulation should reinforce GDPR
obligations, including the requirement to inform individuals about the use of their data.

The manuscript presents a valuable table [3], 'Risks Mitigation of Biometric Data Processing based on
the Principle of Proportionality Application,’ to assess the risks of biometric data processing by applying the
principle of proportionality. Among exemplified risks are: 1) uncertainty on the necessity; 2) conflicting
interests; 3) respect for privacy; 4) data disclosure and processing for incompatible purposes. Accordingly, the
table consists of several steps that need to be considered, including but not limited to the mitigation methods
based on 1) the legitimacy or legal ground for the unique identification under GDPR Atrticle 9, 2) the balance
of interests involved via a common consent, 3) purpose limitation with stress to the storage and database used,

4) assessment technical and organizational measures via the condition of unique type characteristics taken.

Table. Risks Mitigation of Biometric Data Processing

based on the Principle of Proportionality Application

Disadvantage | Mitigation Purpose Resulti

= —

Principle of the | Biometric Data

Risks Proportionality | Processing Compliance

w T m4dw
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Identification

Unique identification.
GDPR Article 9 (1).

It is an Identification or

Uncertainty / Authentication procedure.
on the | Legitimacy Authentication It is applicable if more than
Necessity / Verification is needed to identify
Verification as a non - unique recognition
method.
[
Free of choice with respect to
Human Dignity under the Charter
Incompatible Balance of Consent Fundamental Rights of the
Interests Interests European Union Article 1.
Decentralized. .
Storage ™
Privacy At any time, a person shall realize
to Charter of the right to check
Fundamental Purpose a biometric data statement
Rights of the | Limitation Biometric in the system.
European Database GDPR Article 21.
Union Article 7 It is possible under the EU’s
Respected regulative concept of
Personal Information Management
System (PIMS) designed for
online identity management.
[
Specific safeguards for biometric
Disclosing data that leave traces, like
other categories Biometric Data | fingerprints.
of Data, and Technical and | leave traces For example, the print can be in a

Processing for
Incompatible

Purposes

Organizational

Measures

VERSUS
do not leave

traces

material sensor holder.

That is, a person applies not a
finger itself to the biometric
system but a material object with
the biometric characteristics of a

finger.
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Under the table [3], 'Risks Mitigation of Biometric Data Processing based on the Principle of
Proportionality Application,' the biometric identification concedes with the GDPR framework following the
next statements: 1) to determine when GDPR Article 9(1) does not apply, it is essential to implement an
identification or authentication procedure that enables the unigue identification of an individual. This becomes
necessary when non-unique recognition methods are insufficient and a more robust verification process is
required; 2) according to the Charter of Fundamental Rights of the European Union, Article 1 guarantees
freedom of choice for individuals while respecting their human dignity. This means that individuals have the
right to make choices and decisions, without any coercion or undue influence from others, in a manner that
upholds their inherent worth and value as human beings. The study emphasizes the need for ensuring informed
consent, alternatives for refusal, and maintaining transparency in the processing of biometric data; 3)
Decentralized storage is a method of storing data that can improve privacy by distributing information across
multiple locations rather than storing it in a single central location. Additionally, under GDPR Article 21,
individuals can access and review their biometric data anytime. Additionally, the manuscript recommends that
this can be facilitated by implementing a Personal Information Management System (PIMS) under EU
regulatory concepts. By using a PIMS, individuals can better manage their online identities, including their
biometric data, while protecting their privacy rights; 4) Specific safeguards must be implemented to protect
individuals' privacy when dealing with biometric data, such as fingerprints. One approach is to use a material
sensor holder, which allows a person to apply a material object with the biometric characteristics of a finger
to the biometric system instead of the finger itself. This method can help to prevent the collection and storage
of actual fingerprints, which can leave traces that could be used to identify individuals. By using a material
sensor holder, individuals can have their biometric data captured and stored in a way that is less likely to be
used for malicious purposes. This is just one example of how specific safeguards can be put in place to protect
biometric data and the privacy of individuals.

The comprehensive contribution is that - by following the steps presented in the table ‘Risks Mitigation
of Biometric Data Processing based on the Principle of Proportionality Application’ and adhering to the
principle of proportionality, organizations, companies, institutions, authorities, and other persons that desire
to employ biometric technology - can confirm that their biometric data processing practices are lawful, ethical,

and respectful of individuals' privacy and data protection rights.
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