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INUTAHHS BUKOPUCTAHHS METO/IB OSINT Y KPUMIHAJIICTHUILI
Anomauin. [lana poboma OKkpecioe nesHuil psd MONCIUBOCMEU Ma Npooiem
suxopucmantsi memodie OSINT y xpuminanicmuyi. Y cmammi HaéeOeHuil nepenix
npocpamnoeo 3abe3neyents 01 NOUWYKY ma ananisy ingpopmayii.
Knrouosi cnosa: memoou OSINT, sioxkpumi Oanni, npoepamme 3abe3nedenHs Ojis
NOWYKY ma auanizy iHopmayii, aHmukopynyiuna OisibHICMb, NPABOOXOPOHHI Op2aHi,
KPpUMIHAICMUKA, KPUMIHATbHUL npoYyec, AOMIHICMPpamusHe 3aKOH00ABCHIBO.

Annotation. Current world's trends tend to digitalize all activities and the internet
has accumulated large amounts of information that can be used in solving and investigating
of crimes.

OSINT-a term that translates as Open - source intelligence-is a method of searching,
collecting, selecting, and analyzing information of operational interest from open sources.
The data obtained in this way is used by marketers, journalists, computer and internet
security specialists, etc. existing OSINT tools can also be used by criminologists to
investigate and solve crimes, collect information about the identity of the criminal, etc. But
unfortunately, the use of these methods is not enshrined in law either in the Criminal
Procedure legislation or in the law on operational search activities, although in practice
these methods are used by some law enforcement officers. This paper outlines a number of
opportunities and problems of using OSINT methods in criminalistics. The article provides
a list of software for searching and analyzing information.

The Internet has accumulated a large amount of information that can be used in the
investigation of crimes, the collection of information about the identity of the offender and
the study of digital footprints. The above list of tools is not exhaustive, we did not disclose
the topics of open state registers, which simplify the request for information, the possibility
of using bots and Telegram, WhatsApp, Viber. The issue of the large number of databases
that have emerged online as a result of information leaks from public and private
organizations also remains open.

In our opinion, modern methods of search, collection and analysis of information
should be constantly researched, updated, systematized and used in the investigation of
crimes. It is also necessary to develop legislation to legalize these methods in criminal
proceedings and operational and investigative activities. In addition, it is necessary to
study these methods in forensics and in retraining and advanced training courses for law
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enforcement officers. Or even organize units of specialists to help investigators and judges
obtain and legalize information in the process.

Keyword: OSINT methods, open data, software for searching and analyzing
information, anti-corruption activities, law enforcement, criminology, criminal procedure,
administrative legislation.

[locranoBka mpodsemu. B cydacHux ymoBax AifpKuTaiizaiii cBiTy, y Mepexi
IHTepHET HAKOIWYMIIOCh BENIWKI 00csATH iHQOpMaIii, Ky MOXHa BHKOPUCTOBYBAaTH Yy
PO3KPHUTTI Ta PO3CIiAYBaHHI 3JI0YMHIB.

OSINT- Tepmin sikuii nepekiamaetbes sk Open-source intelligence, - ne meromau
nouryky, 30opy, BuOOpy Ta aHamizy iHpopmalii ska SBIsSE ONEpaTHUBHUE iHTEpec 3
BiIKpUTHX JoKepen. OTpuMaHi JaHi TaKUM YHHOM BHKOPHUCTOBYIOTH MAapKeTOJOTH,
KypHauictH, (axiBii 3 KOMI'IOTepHOT Ta iHTepHeT-Oe3neku Ta iH [1]. Icayroui OSINT-
THCTPYMEHTH MOXXYTh BUKOPHCTOBYBATH 1 KpUMIHATICTH JJIsl pOOOTH MO PO3CIilyBaHHIO
Ta PO3KPUTTIO 3JIOUUHIB, 300py iH(poOpMaIll po 0coOy 3J0YMHIS Ta iH. AJie Haxallb
BUKOPUCTAHHSl JIAHMX METOMIB HE 3aKpilUIeHO 3aKOHOJABYO HI B KPUMIHAJIBHO-
MpoIleCyaTbHOMY 3aKOHOJABCTBI Hi B 3aKOHI TPO OMEPATHBHO-PO3IIYKOBY JIisUTBHICTD,
X04a Ha MPaKTUI[l 1[I METOJW 3aCTOCOBYIOTh JCAKi IPAaBOOXOPOHII, a HAYKOBII
MPOTIOHYIOTh aJIaNTaIlifo0 MpaBoBUX HOpM Tij meToau OSINT.

Orasia ocTaHHix AochaimkeHb i myOsikamii. [TpoGiemMu 1010 BUKOPUCTAHHS
meroniB OSINT gocnimkyBanmcs y mparsx TakuX BUeHHX Ta HaykoBIiB sk C.B. AnOyr,
B.B. ArTonmok, B.B. binoyc, B.B. biptokos, K.C. Icmaitnos, O.1O. loxos, I.I. Kapramios,
0.0. Koxymxko, /I.B. Jlange, O.B. Mamxaii, O.B. Munsko, B.T. Omnenuenko, C.A.
IToctonos, B.I'. Ilyrsarur, H.®. PxeBcbka, I1.C. Pomansko. B.JI. Illepbanp Ta iHm
aBTOpPH.

®opMyJIIOBaHHSL 3aBJaHHSA AOCHiKeHHs. MeTol0 po0oTH € BHSIBJIEHHS Ta
OKpecJeHHs1 TMpodjeM IMoA0 MOXIHBOcTel BukopuctanHs wMeromiB OSINT vy
KPUMIHATICTHIT. Y3araJlbHATH TEPeTiK IPOrpaMHOro 3a0e3leueHHs Ta METOMIB I
MOIIyKy Ta aHamizy iH(opmamii. 3amponoHOBATH NDISXA BAOCKOHAJIEHHS YHHHOTO
3aKOHOJABCTBA CTOCOBHO BITpoBapkeHH MeToAiB OSINT y mpaBooXOpOHHY MisITEHICTB.

OcHoBHI MaTepiaiau 10CTiTKeHHS.

i monryky 3a BiAKpUTHMH JaHUMHU PO3pPO0TIEHO 0€3711Y aBTOMATH30BAHUX PillleHb.
VY crarTi 3a3Ha4eHI HAMTIOMYJISIPHIIT 3 HUX, TOYMHAIOYHN BiJ HAliOLIBII aBTOMATH30BaHUX,
3aKiHYYIOUM PYIHHUM 300poM iH(opMaIlii 31 crieriani3oBaHuX CEepBICiB.

[Iporpamue 3abe3nedeHHs IUTsI aBTOMATHYHOTrO 300py iHGopMarli 3 BIOKPUTHX
TDKeped:

- Maltego - 11¢ iHCTpYMEHT aHAIITHKH 3 BIAKPUTUM BUXITHUM KOIOM i rpadidHOro
aHaJi3y TIOCHIIaHb JUIA 300Dy 1 3B'A3KY iH(opMaIii st JOCHITHUIIPKUX 3aB/IaHb.

- SpiderFoot - 1e iHCTpyMeHT it mpodecioHamiB, sKi XO4yTh aBTOMAaTH3yBaTH
OSINT muist aHanizy 3arpo3, BUsIBJICHHS aKTHBIB, MOHITOPHHIY IIOBEPXHi aTaky a00 OL[IHKH
Oe3reKu.

- Creepy - e iHCTpYMEHT TEOJIOKAIlil 3 BIIKPUTHM BHUXITHUM KomoMm. BiH 30mpae
iHpoOpMaLilo Mpo TeonoKalii 3a JOMOMOrOI0 PI3HHUX MIAT(HOPM COLIATBHUX MEpEex 1
MIOCITYT XOCTHHTY 300paskeHb, sKi BKe OIyOJ1ikoBaHi Jiech e [4].

Leii cincok He € BUYEPITHUM, OJHAK 11€ HAHOMyJIsIpHilIe MporpamMHe 3a0e3medeHHs
st 300py iH(popmanii.
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Cepgicu 1 PppeliMBOpKH IS TOUIYKY iH(pOpMALii:

- OSINT Framework - opienToBanmii Ha 30ip iH(pOpMamii 3 OE3KOIITOBHUX
IHCTpYMEHTIB a0 pecypciB, HOro Mera - JOMOMOTTH JIIOSIM 3HAUTH OE3KOIITOBHI pecypcu
OSINT. Jlesxi 3 BKIIOUYEHHX CAMTiB MOXYTh BHMaratu peectpauii abo mporoHyBatu
Oulbllle JaHWX 3a OMJIATy, aje 3aJMIIAETHCS MOXIIMBICTH OTPUMATH Xo4a O YacTHHY
JOCTYIHOI iH(opMallii 6e3KOIITOBHO.

- Shodan.io - me momykoBa cuctema, sika 30upae iH(OpPMAIiF0 PO BpasMBi
OpHCTpoi, sKi TimkiIroueHi no Mepexi. Komum xakepam JiHb 31aMyBaTH CHCTEMH
BiJICOCIIOCTEPEIKEHHS, MOJEMH, XOJIOMUIBHHKH, Wi-fi poyTepu, mpacku, TeleBizopu 3
MikpodoHOM ab0 HaBiITh YaWHUKH, BOHHM MIPOCTO 3aXoasTh B Shodan i 6epyTh A0CTym 10
JOMAIIHIX TPUCTPOIB MPSMO 3 pecypcey.

Google Dorking - Tex € iHCTpyMEHTOM JUIs TIOIIYKY BPa3JIHBHUX PECYPCIB 1 JaHHX.

[IpaBuibHe BHKOpHUCTaHHA TOHIYKOBOI cucremu Google nomomMoxe 3HAHTH
BEJIMYE3HY KUIbKiCTh iH(opMmaii. SKkmo Biome iM'st Ta mpi3Bulle, MOOUTEHUH TeedoH
oco0wu, 110 TMPENCTABIsE ONMEpAaTUBHUAN iHTepec, HEOOXIHO TPHU 3aluTi TOMICTUTH iX B
nanky, iHakme Google HamiacTh Teperik MOJIOHUX TMOMYNSPHUX 3aluTiB, sIKi He
BIJIIIOB1Ial0Th TOMY, 110 KOHKPETHO HEOOX1IHO 3HANTH.

He cnig odmexyBatrck omaum Google: mepeBipsATH JaHHI TIpo 0coOy HeoOXiTHO
TaKOX B IHIIUX TONIYKOBUX cucTemax - Bing, DuckDuckGo. MoiHBO BOHH MOKaXyTh
HITY iHpOpMAITITO.

OTxe, SKIIO TONTYK 0 pealbHOMY IMEH1 HiJOro He JaB abo MOTpiOHA JT0AaTKOBa
iHdopmaris, HeoOXigHO TpoOyBaTH mrykaTu koMOiHali [11b, Ha3BM €IeKTPOHHOI IMOIITH
abo momeHy calTy, SKHUM JFOIWHA Bojofie. Hadmpoctimmid crocid - MOmrykaTtw Iii
KOMOIHAITii B ITONTYKOBUX CHCTEMaX.

GetContact, Eyecon, Phonelnfoga MaOyTh, cami BioMi CepBICH ISl CKaHyBaHHS
teneonanx HomepiB. Phonelnfoga BukoOpmcTOBYE TimbKM OE3KOMITOBHI PECypcH Ta
mpamroe 11 Oyab-IKUX MDKHApOIHUX HOMEpIB 3 Benwkoro TouHicTio. ami Phonelnfoga
Bu3Haudae VolP mposaiifepa i iHIIi 1aHi, 32 JOIOMOT'00 KX MOKHA MPOJIOBKUTH IITYKATH
H(POBI CITIIA.

[omyk mo ¢ororpadii uu 300pakeHHs, CTAIO AKTyaJbHHUM 3 TOSBOIO BEIHKOI
KITBKOCT1 KaMep BiZIeO CIIOCTEPEKECHHSI Ta TAKUX CHCTEM SK «besredne MicToy.

Hus Toro mo0 mi3HATHCA, € BHUKOPHUCTOBYBAJIOCS 300pakeHHS abo 1€ BOHO
3'SIBIJIOCS BIIEpIle, BUKOPUCTOBYWTE IIOMIYK MO 300pakeHHSAX. BiH € B OCHOBHUX
momykoBux cucremax - Google Images, Bing Images, Baidu Images. Takox BapTo
ckopuctatucsa cepicom TinEye, uni anroputmu BigpizastoThes Bim Google. ITomyk mo
300pakeHHSAX € 1 B comiaabHNX Mepexax: Findclone i Findmevk.com. KpiM mporo icHyrOTH
cnemianizoBani marian - RevEye mis Chrome, Image Search Options mns Firefox.
MobinbHi fonaTku Ha 3pa3ok CamFind MOXXyTh BIi3HATH pedi 3 peasibHOrO CBIiTY. A Image
Identification Project BUKOpHCTOBY€E I MBOTO IITYYHHHA IHTENEKT. SIKIO 300pakeHHs
mictuth EXIF-nani (iHpopMmartito mpo kamepy, TeOKOOPANHATH, PEXKUMY 3HOMKH 1 T.11.), TO
BapTo ix mpoaHamizyBaTH. [lo6aunTu (i 3MIHUTH) iX MOXHA 32 JOIMTOMOTO OY/Ih-SKOTO
penakropa 300paxeHs abo HeBenukoi nporpamu Exiftool. € takox cxoxi oHNaiiH-cepBicH
- exifdata.com 1 viewexifdata.com. Bumamuntn EXIF-mani MoO)XHa 3a JOIOMOIOXO
exifpurge.com a6o verexif.com. [nmmuii pecypc, stolencamerafinder.com, Bu3Hauae kamepy
3a cepiiHUM HOMEPOM i LIIyKa€e B IHTEPHETI, fKi 1e GoTo Oynu 3pobieni Heto. [lepeBiputn
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300payKeHHS Ha TpeaIMeT MOHTaka Ta IHINI MAaHImyJsamii MOXKHa 3a JOMOMOTOI0
Forensically abo FotoForensics. fkiio Bu He XoueTe 3aBaHTa)KyBaTH KapTUHKY B IHTEpHET,
BUKOpHUCTOBYHTE mporpamu Phoenix abo Ghiro. ¥ Ghiro ¢yHkuii 6ibin aBTOMaTH30BaH1
1 TatOTh OLTBIIIE MOXKIIMBOCTEH, HiXK TIONIEPE/IHI CEPBICH.

Sxmo mnotpibHO 3pobMTH 300pakeHHS OUIbII YITKUM, HANpHUKIaA MOraHo
BioOpa3uBCs HOMEp JepKaBHOI peecTpamii aBTo Ha (OTO, 4M iHIIE, TO 3MOXYTh
JOTIOMOT'TH HACTYITHI POrpaMHi IHCTPYMEHTH:

- Smartdeblur - mnpubupae po3MuTTs, BigHOBIIOE (OKYC, a TaKOX BMi€
MOKpAIIlyBaTH B LIJIOMY YiTKICTh KAPTUHKH.

- Blurity - mpubupae po3amMurTsL.

- Letsenhance.io - mokpamye i wmacmTabye —300pa)keHHS — OHJIAlH,
BUKOPUCTOBYIOUH INTYy4HUH iHTEIEKT [3].

Benuky kinbKicTh iHpOpMaIlil MOKHA 3HAHTH TpW 300pi Ta MOHITOPHHTY JaHHUX B
ColliaJIbHUX MEpPEeKax.

Facebook:

- Stalkscan - mokasye BCro myOIiYHO JOCTYNHY iH()OPMAIIIO PO JIFOIUHY.

- ExractFace - BuBanTaxye mani 3 Facebook mis oddnaitH-BUKOpUCTaHHS |
MOJIAJIBIIION0 aHATI3Y.

- Facebook Sleep Stats - moka3ye npuOIM3HHI PEKUM CHY JIFOMUHH, OepydH 3a
OCHOBY OHJIa#H 1 oddumaita-cTarycu. Lookup-id.com - suaxomuts ID mpodimto abo rpymnu
Twitter.

Instagram:

- www.picodash.com - BuBaHTa)Xy€ CTATHCTHKY KOHKPETHOTO KOPHCTyBada abo
obpanoro xemrera B popmati CSV. Takok BUBaHTaXXye€ JTAMKH 1 KOMEHTApI.

- https://web.stagram.com - migxoaWTh I TEPErIAAYy i BUBAHTAXKEHHS Bifeo i
300pa’KeHb.

- https://codeofaninja.com/tools/find-instagram-user-id -  3maxomuts  ID
KoprcTyBada. IM'ss 00JIIKOBOTO 3ammrcy KOpHUCTyBad MOXe 3MIHIOBAaTH, 3a JOMOMOror 1D
MO)KHA HE BTPATHTH HOTO 3 TOJIS 30DY.

- http://instadp.com - noka3ye 300paxxeHHst mpodiis B TOBHOMY pO3Mipi.

- https://sometag.org - mykae momysisipHi XeIITEru, JoKaitii i akayHTd. Kpim toro,
MOPIBHIOE aKAYHTH 1 BUBAHTAXKYE CTATUCTHUKY II0 MEePEATIIATHAKAM 1 XEIITeT.

LinkedIn InSpy - Python-niporpama, sika BMi€ 3HaXOIUTH MPAIiBHUKIB Ti€i 4u iHIIOT
kommaHii. Takok 3HAXOMWUTH TEXHOJOTII, 0 3aCTOCOBYIOTHCS B KOMIIaHii, 32 3aJJaHUMU
KITFOYOBHMH CIIOBaMH.

LinkedInt - 3HaxomuTh e-mail sromei, sSKi MPaIOOTh B OJHIN 1 Tiif K¢ KOMIIaHii.
Bwmie BH3HayaTH MOMITOBI CKPUHBKM TAaKOX IO 33aJaHOMY JOMEHY, SKUIl HaJeXHTh
KOMTaHil.

Cepen npobnem npaBoBoro 3abesnedeHnst meronis OSINT BipHO BKazaHO y cTaTTi
ep6ans B.Jl. 3 mocunanHsamMu Ha 3akoHy Ykpainu «lIpo omepaTHMBHO-pO3LIYKOBY
nismbHicTE». Y myHKTi 15 wactunm 1 crarti 8 3akony Ykpainm «IIpo omepaTtuBHO-
PO3IIYKOBY AisbHICTEY Big 18.02.1992 Ne 2135-XII [6] BCcTaHOBJIEHO, IIO I1I€ OAHHUM i3
MpaB ONEPATHBHUX MiJPO3JILTIB OpPraHiB BHYTPILIHIX CHOpaB € MpaBO OTPUMYBAaTH BiJ
IOpUANYHUX 9u (Di3muHUX 0ci0 Oe3komToBHO abo 3a BHUHAropoAy iHQopmariio mTpo
3JI0YMHH, 10 TOTYIOTbCS a00 BUMHEHI, Ta MPO 3arpo3y Oe3meli CyCHiibCTBa 1 JepkaBu. Y
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JaHOMY KOHTEKCTi BapTO 3pOOUTH YTOUHEHHS, 10 JaHE OJIOKEHHS JOIILHO PO3TIISAaTH
SK aaMiHICTpaTHBHO-TIpaBoBui Meron 3aiiicHeHHs OSINT y cdepi aHTHKOpYNLiHHOT
JISTTBHOCTI MPAaBOOXOPOHHUX OPTaHiB JIMIIE Y TOMY BHIAAKY, KOJM y TakWid CIociO
OTPUMYEThCS iH(OpMAILis, HE BiJHECEHA 3aKOHOM J10 iH(opMaIlii 3 00MEXEHUM JJOCTYIIOM
(odimifina iH(poOpMais, iHpOpMAIsL, IO BHIAETHCS TPOMAJCHKUMH OpraHi3allisiMH,
KOMEPIIHHUMHU KOMMaHisIMH 1 3aco0aMu MacoBoi iH(opmailii), i mpu 1bOMYy BOHa HE
MOPYIIyE TAEMHUIIO JHACTYBaHHS, TelNeOHHUX PO3MOB, TenerpadHoi Ta iHIIO]
KOPECIOH/IEHIII1, Ta He € KOH]imeHIiiHO [7].

lapanTiss 000B’s13Ky CyO0’€KTIB BIaJHMX IOBHOBa)XEHb BHU3HAYUTH CIICIiaJIbHI
migpo3Aimm abo BIAMOBIAANBLHUX OCIO I 3a0e3medeHHs JOCTYNY 3alHuTyBadiB J0
iHpopMalii Takok Mae Oe3mocepenHii BIumB i Ha ¢yHkiionyBaHHs OSINT y cdepi
AHTHKOPYIIIHOI MiSUIBHOCTI, a/pKe B  PO3BIAII 3 BIAKPUTHX JUKEpPEl MOXKE
BUKOPUCTOBYBAaTHCh Oyab-sika iHQopMaiis i3 BIAKpUTHX JpKepen. Y CBOK 4Yepry,
BIIKpUTHUMH € HE JIMIIe Ti JpKepena, siKi Oe3locepeHbO IMOB’sA3aHi i3 0cobor, a i
pi3HOMaHITHI JepkaBHi 0a3u maHux. ['apaHTis 37iHCHEHHS JEpKaBHOTO i TPOMaJICHKOTO
KOHTPOJTIO 32 J0CP)KaHHIM 3aKOHOABCTBA PO IH(POPMAIIii0 03HAYAE, 1110 BUKOPUCTAHHS
mmpaBa BUIbHO 30MpaTH, 30epiraTH Ta BHUKOPHUCTOBYBaTH iH(opMaIlliio 3abe3reueHa
JIep’)KaBHUM 1 TPOMAJICBKUM KOHTPOJIEM, a OTXKE, MTPABOOXOPOHHI OPraHU TaKOK MOXYTh
CKOPHCTATHCh JIAHUM TPaBOM. ['apaHTisi BCTAHOBIICHHS BiJIIOBIIaJIbHOCTI 32 MOPYIICHHS
3aKOHO/IABCTBA PO iHPOPMAI(II0 TAKOXK OLIBIIO MIPOI0 CTOCYETHCS PI3HOMAHITHHX
IepKaBHUX 0a3 JaHUX, MPOTEe 1 BapTO BIAHECTH 10 THX IEPEAYMOB, SIKi CIPOIIYIOThH
¢yukiionyBanass OSINT y cdepi aHTHKOPYIILIHHOI IisUIBHOCTI B IIPaBOOXOPOHHHUX
opranax [12].

Y npaBooxoporHiit chepi OSINT BUKOPHCTOBYETHCS, HE TUTBKU B aHTUKOPYIIIIHHO1
TSUTBHOCTI, a B IIJIOMY JUIS 3amoOiraHHs, PO3CIiAyBaHHS Ta TEPECTiayBaHHS 3JIOYHHIB
moB’s3aHnX 3 I[HTepHEeTOM. OCOOIMBO 1€ CTOCYETHCA MPOTHIIT TEPOPUCTUIHUM
OpTaHi3aIisiM, He3aKOHHOMY BIIMUBAHHIO Ta JIETaTi3allii rporield OTpUMaHUuX 3IIOYNHHUM
IUIIXOM, OOpOTBOiI 3 PO3MOBCIOHKEHHS HAPKOTHYHUX pedoBHH, 30poi Tomro. [lomyk y
COIIaJIbHIX MepeXax IOTEHIIITHO HeOe3MeuyHuX TPYIN Ta IHAWBIAYYMIB € BaKIIMBOIO
YaCTUHOIO POOOTH MIKHAPOMHHMX IIPABOOXOPOHHUX OpTaHi3aIlisfXx Takux sk Europol um
Interpol [9].

3abe3redeHHs MpaBa JOCTYITy 0 iHhopMaIllii 3 BIAKPUTHX JHKepeN mepeadadeHo iy
HopMax 3akoHy Ykpainu «lIpo moctym mo my6miwnoi iHbopMmartii» Big 13.01.2011 p. Ne
2939-VI4. VYV cr. 3 BCTaHOBIEHO, IIO0 TPaBO Ha JOCTyHn o IyOmigHOl iH(OpMarii
rapaHTyeThCs: 1) 000B’SI3KOM PO3MOPSIIHUKIB iH(OpMAITii HaJaBaTH Ta ONPIITIOTHIOBATH
iHbOpMaIlifo, KpiM BUMAJKIB, MependadeHnx 3aKOHOM; 2) BU3SHAYSHHSM PO3MOPSTHUKOM
iHbopMarllil crmemiarbHUX CTPYKTYPHHX MiApO3AUTiB  abo mocamoBux 0ci0, ki
OPTaHI30BYIOTh Y BCTAHOBJICHOMY HOPSAKY AOCTYI A0 MyOIiYHOI iHpopMaIlii, KO BiH
BOJIOJIIE; 3) MAaKCHMAJbHUM CIPOIICHHSM MPOIEAYPH MOJAHHS 3alUTy Ta OTPUMAaHHS
iHbopMarlii; 4) TOCTYIIOM 0 3acijaHb KOJerialbHUX Cy0’€KTIB BIAJHUX MOBHOBRKEHD,
KpiM BHUNAJKiB, TepeAdadeHnx 3aKOHOMABCTBOM; 5) 3MIHCHEHHAM NaplaMeHTCHKOTO,
IrPOMAJCHKOro Ta AEPKaBHOIO KOHTPOJIIO 32 AOTPUMAaHHSIM IIPaB Ha IOCTYH 0 MyOniqHO1
iH(OopMaIii; 6) OPUINIHOIO BiINOBIJATBHICTIO 38 HOPYIIEHHS 3aKOHOIABCTBA PO IOCTYI
1o myomivHoi indopmanii [10].
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BignosigHo no crarti 4 3akony Ykpainu “Ilpo 3axuct nmepcoHanbHUX JaHUX Bil
01.06.2010 p. Ne 2297-VI: “Cy0’exTaMu BiTHOCHH, SKa IOB’si3aHa 3 IMEPCOHAILHUMH
JaHUMH, €: - Cy0’€KT MEpCOHAIBHUX JaHWX; - BJIACHUK 0a3u MEpPCOHAIbHHUX JAAHHX; -
PO3MOPSAHUK 0a3u MEPCOHATBHUX JAHUX; - TPETS 0c00a; - YIOBHOBAXKEHUH JieprKaBHUI
OpraH 3 NUTaHb 3aXMCTy MEPCOHANBHUX JaHUX; - 1HILI OpraHy Jep>KaBHOI BIaI 1 OpraHu
MICIICBOTO CaMOBPSIAYBaHHS, /0 TOBHOBaXCHb SKHX HAJICKUTH 3IIMCHEHHS 3aXHCTY
nepcoHanbHux aaHux’[11].

B ykpainchbkOoMy 3aKOHOIABCTBI Tepen0ayeHO MOBIAOMHHU XapakTep OOpoOKH
MepCOHANBHUX JaHuX. BmacHuk abo po3mopsimHUK (omeparop) 10 MoYaTtKy oOpOoOKH
MepCOHANBHUX JaHUX 3000B’I3aHUH MMOBIJOMUTH YIIOBHOBA)KEHHUI OpraH i3 3aXHCTY TpaB
Cy0’€KTIB MepCOHANBHUX JaHUX MPO CBili HaMip 37iHCHIOBATH OOpOOKY TEepCOHATBHUX
naHux. [loTiM naHi Mo BIIACHUKIB a00 pO3MOPSAHUKIB (OIepaTopiB) BHOCATHCSA 10
CIIEialIbHOTO peecTpy omeparopis. [Hopmaris, o MiCTUTBCS B peECTpi OepaTopiB, CTae
3araJbHOIOCTYITHOIO. 3aKOHH PO NMEPCOHAbHI JaH1 CTOCYIOThCS OUIBIIIOCTI HACSICHHS K
YYaCHUKIB TIpoliecy “o0po0Kn” qaHux. A Tak sIK Cy0’€KTOM IepCOHATbHUX JIaHUX € KOXKHA
JIIOJIMHA, TO 3aKOH Ma€ 3arajJibHUHN XapakTep 1 CTOCYEThCS KOKHOr0. 30KpeMa, epCoHalbHI
JlaHi MIAPOKO BUKOPHCTOBYIOTHCS B COIIAILHUX MEpPEXkax 1 ceppicax eIeKTPOHHOI ITOIITH.
CyuacHa [HTepHET-KOMMaHIs 30upae i 00pobIsie Pi3HI KaTeropii MepcoHANBHUX JaHUX —
CBOIX CITIBPOOITHHUKIB, CBOIX KOHTPAreHTIB 32 JIOrOBOPaMH 1 JIesIKi JJaHi KOPUCTYBAUiB CBOTX
cepsiciB. Jlroau, mo po3MimlyroTh iHGoOpMaIio mpo cede B COLaIbHUX Mepexax ado
CITyk0ax 3HaHOMCTB, CBiZIOMO POOJIATH i BIIKPHUTOIO IS BCIX KOPHUCTYBATIB PEeCypCy, 1 IO
3aKOHY i1 MOXKHA TpPaKTyBaTH SIK ‘‘3araIbHOJOCTYNHY , a 3HAYNTh, JAOTPUMAaHHS
0COOJIMBOI0 PEXKUMY KOH(DIIEHIIHHOCTI 11010 ii He HOTPIOHO, ajie B COLIaJIbHUX MEPEKAX
€ 1 indopmartis, sIKy KOPUCTYBAT MPUXOBYE, POOJITIH 1i TOCTYITHOIO TUTBKU JJIST OKPEMOi
rpynu  KopuctyBadiB  (“mpy3i”). Y 1mpoMy BuUIAnKy IHTepHET-pecypc ITOBHHEH
nependavaTy I HEl crierianbHi 3acodu 3axucty [13].

Jua nmeramizamii iH(opMarii y KpuMiHAIBHOMY TNPOB/DKEHHI OTPUMAHMMHU 32
norromoroto MerofiB OSINT yuacHuKaMu KpHMIiHAJIBHOTO TPOIIECy, AKi 3HAWIUM ii y
BIIKPHUTHX JDKEpenax B Mepexi [HTepHeT, 1 Ka € 3arabHOIOCTYITHOIO, T il 00poOKku 63
3roau cy0’€KTa TepCOHAJBHUX JAaHWX, BCE K TaKW MOTPIOHO 3BEPTATHCA C 3AMUTOM 0
BracHWKa 0a3m maHmx. OmHaK NMPU IBOMY OOOB’S30K JOBEACHHS, IO O0OpOOIIOBaHI
MIEPCOHAIIBHI JJaHi € 3arajJbHOJOCTYITHUMH, TIOKJIATa€THCS Ha BIIACHUKA 200 PO3IIOPS THUKA.
A 1e o3Hayae, MO HeoOXigHO abo0 HaKONMWYyBaTH JOKa3W TOro, MIO JaHi B3ATI 3
3araxbHOIOCTYITHHX JKEper, a00 OTPUMYBATH 3TOAY Bi Cy0’€KTa MEePCOHANBHUX JAHUX 1
MOTIM JOTYYaTH Iel JOKYMEHT JJ0 MaTepiaiiB MpoBa/pkeHHA. [Hakmie € WMOBIPHICTH, IO
Taka iHpopmarlis Oyae BH3HAHA HEHANEKHHM Ta HEIOITyCTHUMUM AoKazoM. KpiMm Toro,
NOTPIOHO MaTh JOKYMEHT, IO MiATBEPPKYE 3arajlbHONOCTYIHICTD  JpKepena
MepPCOHANLHUX JaHWX. lIpu 1boMmy 3amummaeTscs Oe3 BiAMOBiAI MPOOJIIEMHI MHTaHHS
JOBEJICHOCTI TOT0, WIO BIJIACHWUK iHGOpMAIfHOTO pecypcy (BeO-cailTy) Boomie
MMCbMOBOIO 3T0/I0I0 Ha OOpOOKYy 4M B3araji 3apeecTpoBaHHMd B YKpaiHi Ta Mae TyT
npeAcTaBHULUTBO. ToMy muTaHHA NOTpeOye MOAAIBIIOrO BHBUEHHS Ta 3allPOBAKECHHS
BIJIIOBIIHUX 3MIH B 3aKOHOJIaBCTBI.

BucHoBkn.

OTxe, cTpiMKe 3pOCTaHHS podii Ta HiHHOCTI iHQOpMalii, po3BUTOK iH(opMaiiHUX
TEXHOJIOTH, NpOrpaMHMX Ta amapaTHUX 3aco0iB, AOCTYMHiCTH Mepexi IHTepHer,
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30inpIIeHHs  iH(opMamiiHOrO TOTOKY BimkpuToi iH(opmamii 3 omHoro OOKy Ta
3anpoBakeHHs MeroniB OSINT, sk ckiamoBoi KpUMIHATICTUKH 3 HIIOTO OOKY CTaBUTh
30ip Ta aHami3 iHQopMamlil 3 BIAKPUTHUX KEpesl OAHHMM i3 Ji€BUX CydacHHX 3aco0iB
OpoTUAil KpUMiHAIBHUM TpaBomnopymieHHsM. Cepen MeTomiB aHanizy iHdopmamii i3
BIIKPUTHX JDKEPEI MOXKHA Bi3HAYUTH OyJb-fKi 3arajlbHOHAYKOBI METOAM Ta
KPUMIHAIICTUYHI METO/IH, SIKi JO3BOJISIOTH 3pOOUTH BUCHOBKH, 1010 BYMHEHHS 3JI0YHHY.

Cnig 3a3HaYUTH, [0 Y MEPESXKI IHTEPHET HAKOMHMYWIACh BEJIMKA KUIBKICTH
iHpopMalii, SKy MOXHAa BHKOPDHUCTOBYBATH MpU PO3CIigyBaHHI 3J04MHIB, 300pi
iHpopMaIii mpo ocoOy 3JIOYMHISI Ta BUBYCHHIO MU(MPOBHUX CIiNiB. 30KpeMa, OCTaHHIM
4acoM HaOyB MOMYJSPHOCTI METOA MOHITOPHHTY Y PEXKHMi PEaIbHOTO Yacy OHOBJICHB Ha
oco0ucTHX cTopiHkax y Mepexax Facebook, Instagram Ta iHIIMX COMIaIbHUX MEpexax.

Yci Meronu Ta nepenik iHCTpyMEHTIB, y AaHiil poOoTi He € BUUEPITHUM, MU HE CTAJH
PO3KpHBATH Y MOBHOMY 00CS31 TEMH BiJIKPUTHUX JIEPKABHHUX PEECTPIB, SIKi CHPOLIYIOTH
3anuT iH(opMallii, MOXIMBOCTI BUKOpucTaHHs OoTiB Ta Telegram, WhatsApp, Viber.
Takox 3aMIIAETHCS BIAKPUTUM MMUTAHHS BEIMKOI KUTBKOCTI 0a3 AaHUX, SAKi 3’ SIBUJIUCH Y
Mepexi y pe3ysibTaTi BUTOKY iH(hopMallii 3 IepKaBHUX Ta IMPUBATHUX OpraHi3allii.

Ha nHamy mymky cydacHi METOIM IMOIIyKY, 300py Ta aHajuizy iHdopmarii ciia
MOCTIHO JIOCIIIPKYBATH, OHOBJIOBATH, CHCTEMAaTH3yBAaTH Ta BUKOPHCTOBYBATH IIPH
po3ciigyBaHi 3;10unHIB. Tako HE0OXiTHO pO3pOOKa 3aKOHOMAABCTBA JJIA JICralizalil [ux
METO/IiB Y KPUMIHAIFHOMY TIPOIIECi Ta ONMepaTUBHO-PO3INYKOBIH AisibHOCTI. KpiM Toro
HEOOXiTHO BHBYATH JAaHHI METOMM B paMKax KpPUMIHAJTICTHKA Ta Ha Kypcax
MEPEeMiAroTOBKY Ta IMABUIICHHS KBamidikalil CriiBpoOiTHUKIB IPaBOOXOPOHHUX OpraHiB.
A00 HaBITh OpTaHi30BYBATH MiAPO3ILIH CITEIIATICTIB, SKi OYIyTh JOIIOMAaraTH CIII9AM Ta
CYISIM OTPUMYBATH Ta Jieraji3yBaTu iH(OpMaIliio y IpoIeci.

be3 BuBUYCHHS Ta TOCIIIKEHHS JaHOT TPoOIeMH, Ta 03 iIMIIEeMEeHTAaITii BiAIOBITHUX
3MiH B KPHMIHQJIGHUHA TPOIEC, CHCTEMa MPAaBOCYAJS 3araJbMye, 3 BIPOBAKCHHIM
CyJacHHX NMU(POBHUX ITOKa3iB, a MPAKTUKYIOYl KPUMIHANICTH HE MATUMYTh TTOBHOI[IHHHHA
THCTPYMEHT BHSIBJICHHS, TIOTIEPEIHKCHHS Ta PO3KPUTTSI 3I0YHHIB.
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